This paper describes the design of mechanisms to control sharing of information in the Multics system. Seven design principles help provide insight into the tradeoffs among different possibledesigns.
An essential part of a general-purpose computer utility system is a set of protection mechanisms which control the transfer of information among the users of the utility.
The Multics system*, a prototype computer utility~ serves as a useful case study of the protection mechanisms needed to permit controlled sharing of information in an on-line, general-purposes information-storing system. This paper provides a survey of the various techniques currently used in Multics to provide controlled sharing, user authentication, inter-user isolation, supervisor-user protection, user-written proprietary programs, and control of special privileges.
Controlled sharing of information was a goal in the initial specifications of Multics [8, ii] , and thus has influenced every stage of the system design, starting with the hardware modifications to the General Electric 635 computer which produced the original GE 645 base for Multics.
As a result, information protection is more thoroughly integrated into the basic design of Multics than is the case for those conmnercial systems whose original specifications did not include comprehensive consideration of information protection.
Multics is an evolving system, so any case study must be a snapshot taken at some specific time.
The time chosen for this snapshot is summer, 1973~ at which time Multics is operating at M.I.T. using the Honeywell 6180 computer system. Rather than trying to document every detail of a changing environments this paper concentrates on the protection strategy of Multics, with the goal of communicating those ideas which can be applied or adapted to other operating systems. 
What is new?
In trying to identify the ideas related to protection which were first introduced by Multics, a certain amount of confusion occurs.
The design was initially laid out in 1964-1967j and ideas were borrowed from many sources and embellished, and new ideas were added.
Since then, the system has been available for study to many other system designers, who have in turn borrowed and embellished upon the ideas they found in Multics while constructing their own systems.
Thus some of the ideas reported here have already appeared in the literature.
Of the ideas reported here, the following seem to be both novel and previously unreported: -The notion of designing a comprehensive computer utility with information protection as a fundamental objective.
Operation of the supervisor under the same hardware constraints as user programs, under descriptor control and in the same address space as the user.
Facilities for user-constructed protected subsystems. An access control system applicable to batch as well as on-line jobs.
°-Extensive human engineering of the user authentication (password) interface.
Decentralization of administrative control of the protection mechanisms.
Ability to allow or revoke access with immediate effect.
Multics is unique in the extent to which information protection has been permitted to influence the entire system design.
By describing the range of protection ideas embedded in Multics, the extent of this influence should become apparent.
